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INNONATIONS THROUGH IMAGINATION

MD-4011: Enhance Endpoint Security with Microsoft Intune and
Microsoft Copilot for Security

Course Outline

1) Discover Microsoft Intune Essentials
e Understand the concept of Microsoft Entra join
o Explain the prerequisites, limitations, and benefits of Microsoft Entra join
e Join a device to Microsoft Entra ID
e Manage devices that are joined to Microsoft Entra ID

2) Unlock Insights with Microsoft Copilot for Security
o Exploring Microsoft Copilot for Security: Features, Integration, and Use Cases
o Exploring the Functionality and Integration of Microsoft Copilot for Security
e Understanding Microsoft Copilot for Security: Standalone and Embedded

Experiences

Deploying and Setting Up Microsoft Copilot for Security

Using and Creating Effective Prompts in Microsoft Copilot for Security

Using Promptbooks in Microsoft Copilot for Security

New Features and Enhancements in Copilot for Security - May 2024

Understanding Responsible Al Principles in Microsoft Copilot for Security

3) Optimize Microsoft Intune for Microsoft Copilot for Security Integration
o Use Microsoft Copilot for Security and Intune for Enhanced Endpoint Management
and Security
Understand and Implement Effective Device Naming Conventions
Rename Devices in Microsoft Intune
Create and Manage Groups in Microsoft Intune
Understand Authentication and Role Assignment in Microsoft Copilot for Security
Integrate and Use Microsoft Security Copilot with Microsoft Intune
Create and Use Custom Prompts in Microsoft Security Copilot
Create and Use Custom Prompts for Microsoft Intune
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