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INNONATIONS THROUGH IMAGINATION

Cyberyami Certified Penetration Testing Professional (C|[CPTP)

Course Outline

MODULE 01: Introduction to Penetration Testing
MODULE 02: Penetration Testing Scoping and Engagement
MODULE 03: Open Source Intelligence (OSINT)
MODULE 04: Social Engineering Penetration Testing
MODULE 05: Network Penetration Testing — External
MODULE 06: Network Penetration Testing — Internal
MODULE 07: Network Penetration Testing — Perimeter Devices
MODULE 08: Web Application Penetration Testing
MODULE 09: Wireless Penetration Testing

MODULE 10: 10T Penetration Testing

MODULE 11: OT/SCADA Penetration Testing

MODULE 12: Cloud Penetration Testing

MODULE 13: Binary Analysis and Exploitation

MODULE 14: Report Writing and Post Testing Actions
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